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Abstract: This study examines the paradigm shift in Civic Education (PKn) within the smart technology era,
focusing on strengthening university students' civic responsibility in digital ecosystems. Using a Systematic
Literature Review (SLR) methodology, relevant academic literature published between 2016 and 2026 was
retrieved from databases including Google Scholar, DOAJ, and Scopus using advanced search engines like
Scispace and Elicit. The thematic analysis of the synthesized data reveals a significant transition from
conventional, teacher-centered instruction to an adaptive, constructive digital learning environment. Inovative
strategies such as project-based learning and interactive multimedia significantly enhance student engagement
and critical thinking. Furthermore, digital literacy serves as the fundamental bridge linking technical proficiency
to ethical civic engagement. However, the study also highlights critical challenges, including algorithmic
polarization (filter bubbles), misinformation, and digital radicalism that threaten modern democracy. The
findings indicate a critical research gap: existing literature remains predominantly descriptive and lacks
integrated conceptual models addressing generative Al Therefore, this paper suggests incorporating critical
algorithmic literacy into the curriculum to foster responsible digital citizens.
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A. INTRODUCTION

Advances in smart technology over the past few decades have brought about significant
transformations in the structure of social, economic, and educational life on a global scale. The
integration of artificial intelligence, big data, and the Internet of Things has created an
increasingly complex and interconnected digital ecosystem (Ozdemir & Hekim, 2018). These
changes affect not only the technical aspects of life, but also patterns of social interaction and
the formation of values in modern society. In the context of education, digitization is driving
a paradigm shift in learning from conventional methods toward adaptive and collaborative
technology-based approaches (Bakar, 2021). As digital natives, students are the group that
adapts most quickly to these changes, while also serving as key actors in the open digital space.
However, this transformation also presents new challenges regarding ethics, identity, and
social responsibility in cyberspace. Therefore, the digital space is no longer merely a medium
of communication, but rather an arena for the formation of a new, more dynamic and fluid
form of citizenship. This situation calls for a reevaluation of the concept of traditional
citizenship to ensure its relevance to the development of smart technologies (Costa & Murphy,
2026).
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Civics Education (PKn) has long served as a key instrument in shaping the character and
identity of citizens who adhere to legal norms and national values. Within the traditional
paradigm, PKn tends to focus on normative aspects such as nationalism, loyalty to the state,
and the top-down internalization of moral values (Nuryadi et al., 2020). The learning models
used are generally still structural in nature and focused on the transfer of knowledge, making
them less responsive to ever-evolving social dynamics (Evain et al., 2024). As the digital society
continues to evolve, this approach is beginning to show its limitations in addressing the needs
of citizens living in a technology-based ecosystem. The social transformations resulting from
digitalization have not yet been fully incorporated into the current civic education curriculum.
This highlights a gap between the reality of the digital society and the civic education approach,
which remains conventional in nature (Fadli & Dwiningrum, 2021). Therefore, there is a need
to reconstruct the Civic Education paradigm to make it more adaptive, participatory, and
contextual in light of advancements in smart technology. This reconstruction is essential to
ensure that Civic Education remains relevant in shaping active citizens in the digital age.

The concept of civic responsibility in the digital ecosystem has undergone a
transformation alongside the increasingly complex development of digital technology and
social media. Civic responsibility is no longer limited to the physical realm but also
encompasses digital ethics such as polite communication and efforts to combat disinformation
as part of responsible civic behavior (Mihailidis, 2018). In addition, digital platforms expand
opportunities for citizens to participate in public discourse and community activities, which
in turn strengthen modern democratic practices. This development also calls for a new legal
framework capable of balancing individual rights and collective responsibilities amid the
dominance of algorithm-based governance (Molina et al., 2023). Furthermore, the concept of
ecological citizenship broadens the scope of responsibility by emphasizing awareness of the
environmental impacts of digital activities. However, challenges such as privacy violations
and digital surveillance remain critical issues that affect the balance of citizens” rights and
obligations in the digital age (Beduschi, 2019).

The claim that research on digital Civic Education (PKn) remains limited in the academic
literature is not fully supported by the available empirical evidence. In fact, a number of recent
systematic literature reviews indicate that there are quite a few academic sources discussing
the transformation of PKn in a digital context, whether in the form of journals, books, or
research reports. For example, a study conducted by (Kasmila et al., 2026) Comprehensively
identify and analyze various sources of literature related to Civic Education innovation in the
digital age. In addition, (Retnasari et al., 2025) also conducted a systematic review of the
implementation of educational technology in Civic Education instruction, which revealed
significant progress in this field of study. Similar findings were also reported by (Nurdiyanti
& Khaedir, 2026) which evaluate the challenges of implementing Civic Education (PPKn) in
the digital age through a literature review approach. However, these studies have not
explicitly measured the total volume of the literature or compared it with other fields of
education, consequently, claims regarding its relative limitations remain contextual and
subjective. Thus, it can be concluded that the literature on digital Civic Education is sufficiently
robust for systematic analysis, although potential research gaps still exist in certain areas.
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Based on a synthesis of three groups of findings, studies on civic responsibility in the
digital ecosystem, the role of college students, and digital civic education (PKn) indicate fairly
positive progress, though several significant gaps remain. Regarding digital -civic
responsibility, existing studies remain fragmented and have not yet been integrated into a
comprehensive conceptual framework linking digital ethics, online participation, and smart
technology. Studies on students are also still limited to their general roles in education and
society, and have not specifically linked their contributions to digital citizenship practices
within algorithm-based and social media ecosystems. Meanwhile, the systematic literature
review (SLR) on digital Civic Education indicates a sufficient body of literature, but has not
yet produced a robust theoretical synthesis to establish a citizenship paradigm in the era of
smart technology. Furthermore, most research remains descriptive and has not yet developed
an integrative conceptual model that explains the relationship between digital literacy, civic
ethics, and student participation. Therefore, this study, using a Systematic Literature Review
(SLR) approach, aims to fill this gap by constructing an integrated conceptual framework
regarding Civic Education, civic responsibility, and the role of students in a smart technology-
based digital ecosystem.

B. METHOD

This study aims to synthesize the paradigm of Civic Education (PKn) in the era of smart
technology, with a focus on strengthening students’ civic responsibility in the digital
ecosystem through a Systematic Literature Review (SLR) approach. Literature was collected
from databases such as Google Scholar, Scispace, Elicit, and DOA]J using keywords related to
digital Civic Education, civic responsibility, and digital citizenship, covering the period 2017-
2026 and employing Boolean operators. Inclusion criteria included articles on Civic Education,
digital citizenship, college students, and the integration of smart technology, while exclusion
criteria covered irrelevant or non-scholarly articles. Selection was conducted through the
identification, screening, and full evaluation stages, after which data were extracted based on
the study’s objectives, methods, and key findings. All data were analyzed thematically to
produce a synthesis regarding the strengthening of students” civic responsibility in Civic
Education in the era of smart technology. To ensure a systematic, transparent, and replicable
research process, the research stages using the Systematic Literature Review (SLR) approach
are visualized in the form of a research flowchart, as shown in Figure 1.
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Figure 1. Research Flowchart for a Systematic Literature Review (SLR)

Figure 1 shows the Systematic Literature Review (SLR) research flowchart, which
illustrates a systematic, structured, and transparent process for identifying, selecting, and
analyzing literature relevant to the research topic. The initial stage begins with formulating
the research focus and research questions that serve as the basis for the study’s direction,
followed by a literature search across various scientific databases such as journals, books, and
conference proceedings using specific keywords. Afterward, the collected literature is
screened through an initial selection process based on titles and abstracts to ensure relevance
to the research topic. This stage aims to ensure that only relevant, high-quality literature is
analyzed further in the SLR process.

Next, the literature that has passed the initial selection will undergo a more in-depth
assessment through full-text screening to ensure its relevance, quality, and contribution to the
research. At this stage, data extraction is conducted, which involves gathering key information
such as the research objectives, methods, main findings, and concepts used in each study. The
extracted data are then analyzed thematically to identify patterns, relationships, and research
gaps in the literature. The results of this analysis are then synthesized to form a conceptual
framework or research model that addresses the focus of the study. Thus, the SLR workflow
in Figure 1 illustrates a systematic and step-by-step process for producing a comprehensive,
evidence-based synthesis of knowledge.

C. RESULTS AND DISCUSSION

The following presents the results of clustering research findings based on similarities in
fields of study or research focus. This clustering reveals four major themes that dominate the
development of research on the Citizenship Education (PKn) paradigm in the era of smart
technology, namely: (1) paradigm shifts and innovations in digital Citizenship Education, (2)
digital literacy and digital citizenship, (3) strengthening students’ civic responsibility, and (4)
challenges and strengthening the ethics of digital citizenship. To clarify the implementation of
the research workflow, each stage in the Systematic Literature Review (SLR) process is
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described in detail in Table 1, providing a comprehensive overview of the research procedures

followed.
Table 1. Classification of Research Findings by Field/Focus of Study

No Field or Focus Naﬁlleess(fnﬁu;?;? m Insights or Research Variables

1 | Paradigm Shift and | Shefira et al. (2024); Key variables: transformation of Civic
Technology-Based Tashpulatov (2022); | Education (PKn) instruction, project-
Innovation in Civic | Hidayatulloh et al. based learning, interactive learning
Education (2025); Djahara et al. | media, online learning platforms,

(2026); Widiatmaka | integration of information and

et al. (2025) communication technology (ICT),
digital learning, student engagement,
learning flexibility, faculty members’
digital competencies, and pedagogical
innovation.

2 | Digital Literacy and | Aysu (2023); Anggina | Variables identified: digital literacy,
Digital Citizenship | Putri Azizah et al. digital citizenship, critical thinking
Competencies (2026); Wu (2024); skills, information evaluation,

Wulandari et al. decision-making, ethical awareness,

(2021) the ability to access and manage
information, and digital citizenship
competencies.

3 | Civic Responsibility | Wulandari et al. Emerging variables: civic
and Student Civic (2021); Mustari & responsibility, student leadership,
Participation in the | Nurhayati (2024); social participation, community
Digital Ecosystem Blevins et al. (2016); engagement, volunteer activities,

Zvereva (2023); ethical digital communication, social
Yingsoon et al. (2025) | responsibility, civic engagement, and
digital citizenship behavior.

4 | Ethical Challenges Barrett (2018); Insani | Emerging variables: misinformation,
and Risks in the (2023); Widiatmaka digital radicalism, moral degradation,
Digital Ecosystem et al. (2025); the digital divide, misuse of

Yingsoon et al. technology, digital citizenship ethics,

(2025); Situngkir & strengthening of national values,

Walukow (2026) adaptation of education to
technological changes, and digital
citizenship resilience.

Based on the table above, the focus of research on Civic Education (PKn) over the past
decade has centered on four main areas. First, paradigm shifts and technology-based
innovations in Civic Education, which include the development of digital learning models, the
use of interactive media, and the integration of information and communication technology to
improve the quality of learning. Second, digital literacy and digital citizenship competencies,
which focus on strengthening critical thinking skills, information evaluation, ethical
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awareness, and mastery of digital competencies as the foundation of citizenship in the era of
smart technology. Third, civic responsibility and student civic participation in the digital
ecosystem, which emphasizes the development of social responsibility, leadership,
community engagement, and participatory and ethical behavior in the digital space. Fourth,
ethical challenges and risks in the digital ecosystem, which include issues of misinformation,
digital radicalism, moral degradation, the digital divide, and the need to strengthen national
values as part of efforts to build digital citizenship resilience. Overall, the focus and scope of
this research indicate that the contemporary Civic Education paradigm is no longer limited to
the mastery of civic knowledge alone but has evolved toward an integrative approach that
combines technological innovation, digital literacy, civic responsibility, and the internalization
of national values to prepare students to become critical, ethical, and responsible digital
citizens.

1. The evolution of the Citizenship Education (PKn) paradigm in the era of smart
technology, as reflected in various published studies

The evolution of the Civic Education (PKn) paradigm in the era of smart technology
emphasizes the integration of digital literacy, ethical responsibility, and learning innovation
as efforts to strengthen students’ civic competencies. This transformation aims to prepare
students to adapt to the dynamics of digital society while maintaining their national identity.
The use of project-based learning, interactive learning media, and digital technology has been
shown to increase student engagement and interest in Civic Education (Shefira et al., 2024).
Furthermore, digital literacy is a fundamental competency because it fosters critical thinking,
sound decision-making, and responsible behavior in the digital space (Aysu, 2023). The
integration of information and communication technology also creates a more dynamic
learning experience and strengthens interaction between faculty and students (Tashpulatov,
2022).

On the other hand, the development of smart technology also presents various challenges
that need to be anticipated in Civic Education (PKn) learning. The spread of misinformation,
digital radicalism, and moral degradation are threats that can affect the quality of civic
participation among the younger generation (Barrett, 2018). Therefore, strengthening digital
civic ethics must be an integral part of the learning process. The growing trend in research
indicates a global focus on the development of digital-based civic education as a response to
social and technological changes (Insani, 2023). Thus, a new paradigm for Civic Education
must balance the use of technology with the reinforcement of national values in order to foster
students who are critical, ethical, and responsible within the digital ecosystem (Situngkir &
Walukow, 2026). The evolution of the Civic Education (PKn) paradigm in the era of smart
technology reflects a significant shift from conventional approaches toward digital learning
that is more interactive, adaptive, and technology-based. Descriptively, Civic Education now
extensively utilizes digital media, project-based learning, and the integration of information
and communication technology, which encourages active student engagement and expands
access to learning resources.

This change indicates that PKn is no longer solely oriented toward the traditional transfer
of values but also toward the development of civic competencies relevant to the digital
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ecosystem. Interpretatively, PKn is transforming into a means of shaping digital citizens who
not only understand their rights and obligations but are also capable of thinking critically,
ethically, and responsibly in the digital space. However, from an evaluative perspective, this
transformation still faces challenges such as the digital divide, the potential spread of
misinformation, and educators’ readiness to effectively integrate technology into learning.
Therefore, support from the education system is needed —one that not only emphasizes
technological aspects but also reinforces moral and patriotic values. From a synthetic
perspective, the Civic Education paradigm in the era of smart technology can be understood
as the integration of digital literacy, learning innovation, and the development of civic
character, aimed at producing students who are critical, adaptable, and of high integrity as
they navigate the dynamics of a digital society.

2. Characteristics of the transformation of Civic Education learning from a conventional
approach to a digital approach within a smart technology ecosystem.

The transformation of Civic Education (PKn) learning from a conventional approach to a
digital approach within a smart technology ecosystem is marked by a paradigm shift toward
learning that is more interactive, participatory, and technology-based. This change encourages
the use of various digital media, such as project-based learning, online platforms, and
multimedia content, to increase student engagement in the Civic Education learning process
(Hidayatulloh et al., 2025). Furthermore, the integration of information and communication
technology enables the creation of more flexible learning experiences and expands access to
diverse learning resources (Djahara et al., 2026). In this context, digital literacy has become a
crucial element that encompasses not only technical skills but also critical thinking and ethical
awareness in the use of technology (Anggina Putri Azizah et al., 2026). Consequently, Civic
Education instruction is undergoing significant changes toward a model that is more
adaptable to the needs of a digital society.

On the other hand, this transformation also reflects an adjustment in pedagogical
strategies that emphasize collaboration, creativity, and problem-solving in the digital space.
Technology-based learning approaches enable students to be more active in exploring
citizenship issues in a way that is contextual and relevant to their digital lives (Djahara et al.,
2026). However, these changes also require strengthening faculty members” competencies in
managing technology-based learning to ensure it remains effective and meaningful.
Challenges such as the digital divide and the potential for technology misuse are major
concerns in the implementation of digital Civic Education (Widiatmaka et al., 2025). Therefore,
this transformation requires a balance between technological innovation and the
reinforcement of civic values to foster students who are critical, ethical, and responsible
(Djahara et al., 2026).

The transformation of Civic Education (PKn) learning from a conventional approach to a
digital one within a smart technology ecosystem is marked by fundamental changes in
methods, media, and learning interaction patterns that are becoming increasingly interactive,
flexible, and collaborative. Learning, which was previously instructor-centered and relied on
lectures, is now shifting toward an approach that positions students as active participants
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through the use of digital technologies such as gamification, educational social media,
podcasts, interactive videos, and Augmented Reality, which provide a more contextual and
meaningful learning experience. This transformation also reflects a shift in the pedagogical
paradigm from an instructional to a constructivist approach, which emphasizes a learning
process based on experience, exploration, and active student participation. Overall, these
changes enhance student engagement, expand access to learning resources, and strengthen
critical thinking skills and independent learning within the digital ecosystem. However, its
implementation still faces various challenges, such as educators” limited digital competencies,
infrastructure gaps, and the potential for a decline in face-to-face social interaction if not
balanced by appropriate learning strategies. Therefore, the transformation of Civic Education
in the era of smart technology can be understood as an integrative effort that focuses not only
on technological innovation and learning methods but also on creating adaptive, reflective
learning experiences aimed at comprehensively strengthening students’ civic competencies.

3. Concepts and indicators of student civic responsibility developed within a digital
ecosystem based on the findings of previous research.

The concept of students’ civic responsibility in the digital ecosystem encompasses the
ability to participate ethically, critically, and responsibly in digital spaces through mastery of
digital literacy and an understanding of digital citizenship. Civic responsibility in this context
is understood as part of digital citizenship, which includes knowledge of the law, ethics, rights,
and obligations in the use of digital technology (Wulandari et al., 2021). Furthermore, digital
literacy serves as a key indicator of students” ability to access, understand, and evaluate
information accurately in digital spaces (Wu, 2024). Leadership development is also a crucial
aspect in shaping students’ positive behaviors that can influence their online social
environment (Mustari & Nurhayati, 2024). Thus, civic responsibility is not merely an
individual matter but also possesses a social dimension within the digital ecosystem.

Furthermore, civic responsibility is also demonstrated through students’ active
involvement in community activities and social participation that reflect their concern for
public issues. Such participation includes involvement in volunteer activities and social
projects that strengthen students’ civic awareness in both real-life and digital contexts (Blevins
et al., 2016). Additionally, ethical interactions in digital spaces serve as a key indicator of
students” ability to communicate politely, constructively, and responsibly (Zvereva, 2023).
However, the rapid pace of technological development may outstrip the education system’s
ability to adapt digital citizenship learning materials. This situation calls for continuous
updates in education so that students remain capable of understanding and fulfilling their
civic responsibilities optimally within the digital ecosystem (Yingsoon et al., 2025).

The concept of student civic responsibility in the digital ecosystem reflects a shift from
conventional civic responsibility toward digital civic responsibility, which demands ethical,
critical, and adaptive participation in cyberspace. Descriptively, this concept encompasses
digital literacy, an understanding of ethics, digital rights and obligations, as well as leadership
skills and social participation in digital environments. Interpretively, civic responsibility is not
merely individual in nature but also shapes students” social behavior in fostering a healthy
and responsible digital culture. From an evaluative perspective, its implementation still faces
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challenges such as low awareness of digital ethics and a digital literacy gap among students.
To provide a more comprehensive overview of the direction of Civic Education (PKn) research
in the era of smart technology, the results of the literature synthesis are visualized in the form
of a mind map. This visualization illustrates the interrelationships among research dimensions,
including the transformation of Civic Education learning, digital literacy, digital citizenship,
students’ civic responsibility, challenges in the digital ecosystem, and the expected outcomes
in shaping critical, ethical, and responsible digital citizens.
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Figure 2. The Evolution of Research Variables in the Civic Education (PKn)
Paradigm in the Era of Smart Technology

Based on all research variables, the paradigm of Civic Education (PKn) in the era of smart
technology is undergoing a transformation toward more adaptive, interactive, and
technology-based learning to strengthen students’ civic responsibility. This change is
characterized by the use of project-based learning, interactive learning media, and the
integration of information technology —supported by the enhancement of digital literacy,
critical thinking skills, and ethical awareness in the use of technology. Furthermore, the
concepts of digital citizenship and civic responsibility encourage students to participate
actively, responsibly, and ethically in the digital space through leadership, social participation,
and constructive communication. However, various challenges—such as misinformation,
digital radicalism, moral degradation, and the digital divide —call for continuous educational
reform. Therefore, a new paradigm for Civic Education must balance technological innovation
with the reinforcement of national values to shape students who are critical, adaptive, ethical,
and responsible as digital citizens.
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D. CONCLUSIONS AND SUGGESTIONS

The transformation of Civic Education (PKn) in the era of intelligent technology has shifted
conventional learning models toward an adaptive and constructivist digital ecosystem aimed
at strengthening students’ civic responsibility as critical agents of change. Nevertheless, the
current literature remains predominantly descriptive and is still largely confined to the use of
general digital media, leaving a substantial research gap in the empirical examination of how
interactions with generative Artificial Intelligence (Al), algorithmic bias, and cyber
polarization influence students” moral actions. The authors are therefore encouraged to
sharpen the novelty of this article by developing an integrative conceptual framework that
clearly distinguishes Digital Citizenship as the foundation of competence from Civic
Responsibility as the outcome of cyber-related actions. In addition, the authors should
explicitly formulate the Boolean search strings and document the manuscript selection process
in the methodology section to strengthen the methodological validity of this Systematic
Literature Review (SLR) before submission to the target journal.
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