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Abstract: This research aims to address knowledge gaps related to the impact of privacy policies on
data collection in the era of advanced technology. Literature sources were drawn from Scopus, DOA]J,
and Google Scholar with a timeframe spanning from 2013 to 2024. The findings reveal that privacy
policies play a crucial role in addressing complex challenges in the age of advanced technology.
Despite improvements following the implementation of the General Data Protection Regulation
(GDPR), challenges persist. Identified constraints involve policies that are difficult for users to access
and comprehend, risks associated with the loss of value in sensitive data, and obstacles in
implementing local differential privacy principles. Privacy policies also yield positive impacts on
data security, particularly through the enforcement of regulations such as GDPR. Nevertheless, user
understanding of their data usage remains a primary concern. A multidisciplinary perspective in
assessing the impact of privacy policies opens opportunities for a holistic approach involving various
academic disciplines. Despite progress in understanding and implementing privacy policies, a gap
exists in users' understanding of these policies, threatening their privacy. This research underscores
the need for further efforts to enhance user understanding and awareness of privacy policies in the
context of advanced technology.
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A. INTRODUCTION
Advanced technology in the context of the modern era refers to a collection of innovations

and technological developments that continually evolve, encompassing artificial intelligence,
cloud computing, the Internet of Things (IoT), and other technologies that have significantly
transformed the digital landscape. These advancements influence various aspects of life,
including social interactions, business, and public services. In this context, data collection
becomes a crucial element in the ecosystem of advanced technology. Data collected through
various devices and platforms provide the foundation for the development of intelligent
solutions and more precise decision-making. By analyzing data, advanced technology can
optimize system performance, enhance security, and deliver services tailored to user needs.
However, alongside its benefits, data collection also poses challenges related to privacy,
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security, and ethics, necessitating wise regulations and policies to maintain a balance between
technological progress and individual rights (Cifaldi, 2022) (Mazur, 2023).

Conducting an in-depth review of privacy policies is crucial in the digital era, considering
the rapid evolution of advanced technologies. Privacy policies serve as key instruments in
regulating the collection, processing, and utilization of personal data by entities in the digital
world (Dewi, 2016). In an environment where data has become a valuable asset, effective
privacy policies form the primary foundation for protecting individuals' rights against
unauthorized use or misuse of data. Robust and relevant regulations are highly essential to
establish a clear legal framework and provide guidance for entities operating in the digital
realm. Simultaneously, challenges arise with the advancement of sophisticated technologies,
such as more complex data analysis capabilities and the possibility of integrating data from
various sources. These challenges encompass the risk of privacy breaches, data leaks, and
unethical data usage (Adhikari et al., 2023) (Lappeman et al., 2023).

The evolution of privacy policies concerning data collection has been propelled by
technological advancements and the changing dynamics of data management (Dewi, 2016).
Over the years, privacy policies have undergone significant transformations to address
challenges posed by new technologies and emerging data practices. These changes have been
influenced by regulations such as GDPR and CCPA, which have brought about positive shifts
in reducing data collection while also shedding light on data practices (Maitra & Rudrapal,
2023). The aim is to make privacy policies more user-friendly and machine-readable, enabling
users to align their privacy preferences with the policies offered by web services (O'Loughlin
et al., 2019). As privacy concerns continue to grow, there is a need for privacy-preserving
technologies and better coherence and structure in articulating and revising policies. Stronger
privacy principles and stricter regulations may be required to address the evolving concerns
about individual privacy in the digital era.

Data collection in the realm of advanced technology often sparks debates and raises
ethical issues related to privacy policies. The design in technology and policy decisions
sometimes introduces biases, creating inequalities in the workplace and increasing the risk of
cybercrimes (Wylde et al., 2023). In the military sector, the crucial role of data collection in the
recruitment process also raises concerns about privacy and potential privacy violations against
prospective recruits (Gillavry & Mikulka, 2023). The existence of data biases, including biases
in artificial intelligence, emerges as an issue that heightens risks concerning ethical and data
security aspects (Lee, 2022). In the context of evolving technology, the presence of unclear and
inconsistent ethical guidelines can lead to privacy breaches, ethical dilemmas, and data leaks
(Dhirani et al., 2023). While privacy techniques like encryption and obfuscation may offer
solutions to align privacy and data collection, debates persist regarding government pressure
on technology companies to provide backdoor access to encryption services (Martens, 2022).
These controversial and ethical issues underscore the need for clear ethical guidelines, data
protection measures, and considerations of societal and user perspectives in crafting privacy
policies.

Evaluating the impact of privacy policies becomes exceedingly crucial in the context of
advanced technology (Prastianto et al., 2019). Previous research has been focused on
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understanding and extracting key information from privacy policies. Various methods have
been proposed to summarize or extract the essence of privacy policy content, aiming to
provide users with a quick understanding of the policies. This approach leverages natural
language processing tools to classify paragraphs or segments of policies. Nevertheless, there
are limitations in segment-level policy classification, which can be addressed by utilizing
sentence-level classification. Researchers have conducted training and evaluations of sentence
classifiers for privacy policies using technologies such as BERT and XLnet, demonstrating a
significant improvement in prediction quality. Furthermore, the topical structure of website
policies has been analyzed to identify and measure the dissemination of specific privacy
information (Maitra & Rudrapal, 2023) (Adhikari et al., 2022) (Del Alamo et al., 2022).

A systematic literature review serves as a crucial necessity to address gaps or voids in
previous research literature. This process aids in identifying tools and approaches used to
tackle such gaps and provides insights into potential directions for further research. Gurrala
& Hariga (2022) identified a research gap focusing on issues such as food waste and loss,
coordination, globalization, resilience, and challenges related to food security. (Sauer &
Seuring, 2023) also noted that a lack of systematic literature review replications has sparked
significant debates on the systematic literature review process, presenting integrative
guidelines to assist researchers in composing and presenting their impactful findings.
(Maduka et al., 2022) highlighted gaps in knowledge and research trends related to biofouling,
including surface roughness, roughness geometry, and colonization patterns, suggesting the
need for further studies on the currently under-researched phenomenon of marine fouling.
Similarly, a study conducted by (Mirdad et al., 2023) aimed to identify research gaps related
to surface treatments on dental implants, emphasizing ongoing research efforts seeking to
apply scientific advancements in clinical practice to enhance implant outcomes.

This research aims to fill the knowledge gap related to the impact of privacy policies on
data collection in the era of advanced technology. Controversies and ethical issues arising from
the data collection in advanced technology underscore the need for clear ethical guidelines,
data protection measures, and considerations of societal and user perspectives in the
development of privacy policies. The evaluation of the impact of privacy policies becomes a
primary focus, and previous research has demonstrated efforts to understand and extract key
information from privacy policies. There are limitations in classifying policies at the segment
level, prompting the exploration of sentence-level classification using technologies such as
BERT and XLnet to enhance predictions. A systematic literature review forms the foundation
of this research by highlighting research gaps on issues like food waste, coordination, and
challenges related to food security. Debates on the replication of systematic literature reviews
also provide the basis for the development of integrative guidelines. By integrating findings
from these literatures, this research aims to provide a comprehensive overview of the impact
of privacy policies, identify knowledge gaps, and contribute to understanding the interaction
between privacy policies and data collection in the era of advanced technology.



289

Soraya, Analysis of Privacy...

B. METHOD
This research aims to investigate and provide a comprehensive overview of the effects of

privacy policies on data collection in the context of advanced technology. The focus is on
impact aspects, privacy policies, and multidisciplinary perspectives to fill knowledge gaps
related to the impact of privacy policies on data collection in the era of advanced technology.
To achieve these objectives, this study employs qualitative research methods with a Systematic
Literature Review approach, focusing on data from DOAJ, Scopus, and Google Scholar. The
reference period is set between 2013 and 2024.

Literature search involves the use of keywords aligned with the research objectives, such
as "Privacy Policy Impact Analysis," "Data Collection," "Advanced Technology Era," and
"Privacy Policy Aspects." Inclusion criteria specifically cover studies addressing the impact
analysis of privacy policies in the context of advanced technology data collection, emphasizing
privacy policy aspects, conducting impact analysis, focusing on the advanced technology era,
and encompassing multidisciplinary perspectives. Conversely, studies irrelevant to advanced
technology, not considering privacy policies, lacking impact analysis approaches, unrelated to
the advanced technology era, and lacking multidisciplinary characteristics are excluded. The
literature selection process is conducted carefully, involving the review of titles, abstracts, and
full texts to ensure alignment with the established inclusion and exclusion criteria. Relevant
data are then extracted from each study meeting the inclusion criteria.

C. RESULTS AND DISCUSSION
1. Impact of Privacy Policy on Data Collection

Recognizing that current privacy policies often pose a challenge for users due to their
complexity and difficulty in comprehension, this issue can lead to a lack of understanding
regarding how data is collected. Research indicates that privacy policies are often excessively
lengthy, intricate, and employ language that is challenging to comprehend, making it difficult
for users to read and understand them (Adhikari et al., 2023) (Wagner, 2023). This lack of
understanding can jeopardize users as it may result in the sharing of their personal
information without their knowledge or consent (Maitra & Rudrapal, 2023). Studies also
highlight the need to make privacy policies more coherent and structured, with
recommendations to clarify policies and undertake necessary revisions (Lazovié, 2023).
Despite positive changes, such as a reduction in data collection after the implementation of
GDPR, there are still data practices that raise concerns, including implicit data collection
without providing meaningful options or access rights for users (Adhikari et al., 2022).

The impact of privacy policies on data collection in the era of advanced technology is a
complex issue with extensive implications. Nisa” (2020) highlights the need for parental
supervision and guidance in children's use of technology, while Kartika et al. (2020) discuss
the impacts of tourism development on land use changes, particularly in the village of Canggu.
Furthermore, Kartika (2017) delves deeper into the negative effects of trawl fishing on marine
ecosystems, emphasizing the necessity for sustainable fisheries resource management.
Raihannisa et al. (2019) propose the use of weather sensors in smart clothesline design,
illustrating the potential of technology to enhance daily activities. These studies collectively
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underscore the importance of privacy policies in safeguarding data integrity across various
contexts, ranging from personal use to environmental conservation.

Limited understanding of privacy policies can pose risks to users, with the potential for
the sharing of personal information without their knowledge or consent. In other words, a lack
of understanding of privacy policies can be a threat to individual privacy. Recommendations
to make privacy policies more coherent and structured can be seen as efforts to enhance
readability and user understanding of these policies. These studies provide critical insights
into the implementation of privacy policies in the context of data collection in the era of
advanced technology. They identify specific issues, such as unclear language in privacy
policies, and offer constructive recommendations for improvement. However, it should be
noted that the effectiveness of these privacy policy changes still needs further evaluation in
everyday practice.

2. Effect of Privacy Policy on Data Collection Practices

Privacy policies play a crucial role in shaping data collection practices across various
contexts of advanced technology. These policies are designed to inform users about data
management practices on websites, mobile applications, products, and other services (Liu et
al., 2016). However, privacy policies are often challenging for users to understand and tend to
go unread (Quinn et al., 2013). Efforts have been made to address this issue by exploring the
use of natural language and machine learning techniques to automatically extract relevant
information from privacy policies and present it in more understandable summaries (Bhatia
& Breaux, 2017). Privacy laws and international standards establish obligations for companies
to collect data only for specified purposes and use the data accordingly, unless there are legal
reasons or user consent (Arewa, 2023). The collection and use of personal data, especially
concerning children, pose unique challenges and require careful regulation (Kuznetsov et al.,
2022). The study by Rifada et al. (2013) on the use of Autologous Fibrin Glue to reduce
hyperemia in pterygium surgery demonstrates the impact of privacy policies on data
collection in various contexts. These studies highlight the importance of ethical data collection
and the potential of privacy policies to shape these practices. Further research is needed to
specifically explore how privacy policies can influence data collection in these contexts.

The significance of privacy policies in shaping data collection practices indicates that clear
regulations and guidelines can provide the necessary direction and boundaries for companies
and other entities in data management. The focus on efforts to improve user understanding of
privacy policies using natural language and machine learning technology also reflects
attempts to bridge the understanding gap that often occurs. Despite efforts to enhance the
readability of privacy policies, they remain challenging for the majority of users to
comprehend. Ease of access and understanding of privacy policies can be critical factors in
their successful implementation. Furthermore, the need for specific regulations for the
protection of children's data indicates that ethical and safety aspects must be considered
explicitly in the context of data collection.
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3. The Impact of Privacy Policies on Data Security Aspects

The implications of privacy policies on data security and the relationship between privacy
policies and the level of data security in the context of advanced technology are thoroughly
analyzed in the provided summary. Privacy policies are formulated with the goal of ensuring
compliance with data privacy standards and imposing consequences for violations, including
sanctions and fines (Awojobi & Landry, 2023). The General Data Protection Regulation (GDPR)
recognizes individual ownership and control over personal data while establishing data
security requirements to prevent privacy breaches (Ke & Sudhir, 2023). However, despite
increased transparency in privacy policies, user understanding regarding the use of their data
still needs improvement (Yel & Nasution, 2022). Technological advancements bring new
challenges to privacy and data security, including potential threats that may arise (Sajid
Momin et al.,, 2023). Technological progress demonstrates the close interrelation between
privacy and data security, as emphasized by the GDPR (Ventrella, 2020).

In-depth analysis indicates that privacy policies are not only aimed at ensuring
compliance with data privacy standards but also entail consequences for violations, creating a
close relationship between privacy and data security. The GDPR, in particular, recognizes
individual rights and establishes data security requirements to prevent privacy breaches.
However, challenges persist in enhancing user understanding regarding the use of their data.
Privacy policies, as implemented by the GDPR, create a robust legal foundation for protecting
individual privacy and preventing data security breaches. However, the still-low level of user
understanding indicates the need for further efforts in education and awareness regarding
privacy rights and data usage.

4. Challenges in the Relationship Between Privacy Policy and Data Collection

Privacy policies and data collection processes face several challenges. Firstly, despite
advancements in privacy policy design and regulations, it is often difficult for individuals to
comprehend them (Adhikari et al., 2023). Secondly, research studies related to data collection
often rely on strict assumptions, such as the use of third-party anonymization or private
channels, which may not always apply to data collection in healthcare settings that emphasize
privacy (Andrew et al.,, 2023). Thirdly, collecting a large amount of sensitive personal
information poses a challenge, and data devaluation can lead to a decrease in the accuracy of
data analysis (Sei et al., 2023). Lastly, data collection under the principle of Local Differential
Privacy (LDP) for multi-dimensional data faces challenges of communication costs and
significant noise levels (X. Chen et al., 2023). These challenges underscore the importance of
better articulating and revising policies and adopting innovative approaches in data collection
and analysis that still preserve privacy.

The close connection between privacy policies and data security manifests itself in the
context of high technology. Solid privacy policies can enhance data security by limiting access
to unnecessary personal information, thus reducing the risk of theft or unauthorized use of
data (Lestari et al., 2021). Leading companies such as Google and Facebook have implemented
strict privacy policies to manage the use of personal data, thereby enhancing their data security
(Zhou et al., 2023). Furthermore, privacy policies can also influence how companies manage
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personal data, where robust policies prioritize data resilience against threats of theft,
corruption, and unauthorized use, thus reducing the risk to personal information (Zhou et al.,
2023). Meanwhile, the level of data security implemented by an organization can also influence
the privacy policies adopted by the company (Abhijit Sudam Pavashe et al., 2023). Overall, the
relationship between privacy policies and the level of data security is mutually influential,
with strong privacy policies contributing to improved data security, and conversely, the level
of data security also affecting the formulation of privacy policies by organizations.

These challenges reflect the complexity and imperfections in executing privacy policies
and data collection. Difficulty in understanding, strict assumptions, sensitive data
management, and high communication costs indicate that implementing privacy policies and
data collection processes is a complex undertaking. These challenges require further
evaluation regarding the effectiveness of privacy policies and data collection processes.
Difficulty in understanding and strict assumptions can diminish the effectiveness of policies,
while sensitive data management and high communication costs can impact the sustainability
of data collection practices.

5. The Impact of Privacy Policies on Innovation and Advanced Technology Development

Privacy policies have a significant impact on the progress and development of advanced
technologies. The growth of data collection and analysis through technologies like Big Data
and the Internet of Things (IoT) raises concerns about privacy and security issues. While
sectors such as banking and healthcare are bound by strict regulations, many companies
collecting large volumes of consumer data are not subject to similar rules (Breznitz & Palermo,
2018). The presence of varied privacy regulations across different countries and sectors creates
vulnerabilities and diversity in privacy practices, prompting the need for creative and
experimental approaches in shaping privacy policies (Garg et al., 2017). The evaluation of the
implementation of the General Data Protection Regulation (GDPR) by the European Union in
the context of IoT indicates the necessity of clear rules and policies to ensure protection amidst
technological advancements (Sanfilippo et al., 2022). The impact of digital technology on
privacy rights is explored, emphasizing the need for scientific research and improvements in
the legal framework to ensure privacy sustainability in the digital era (Madiyev, 2023). The
use of local content policies in technology to enhance privacy can create a new balance in
business opportunities and drive innovation in the Brazilian market (Canaan, 2023).

Privacy policies have a significant impact on innovation and the development of
advanced technology. When privacy policies do not provide requirements or permissions for
essential data collection for innovation and technology development, it can hinder progress in
this field. The ability to gather data plays a crucial role in the context of innovation and
technological development, and restrictions on data collection by privacy policies can impede
technological advancement (Chen & Chen, 2023). Therefore, it is essential to strike a balance
between protecting privacy and meeting data collection needs to promote innovation and
progress in advanced technology (m.s.at & d.j.v, 2023).

Research confirms that privacy policies have significant implications for technological
development. Diversity in privacy regulations and ambiguity in implementation can act as
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obstacles to technological progress, while policies that do not permit essential data collection
can hinder innovation and technological development. The high complexity and variation in
privacy regulations pose challenges in achieving a balance between privacy protection and
data collection that supports innovation. The evaluation of GDPR implementation highlights
the need for clear rules to safeguard privacy in the context of advanced technology.

D. CONCLUSION
In conclusion, the evaluation of various studies on the impact of privacy policies on data

collection in the context of advanced technology underscores the crucial role of privacy
policies in shaping data collection practices. Despite efforts to improve the readability of
privacy policies and enhance transparency, the complexity and user misunderstanding
regarding privacy policies remain significant obstacles. Clearer and more coherent regulations,
along with innovative approaches to data collection and analysis that prioritize privacy, are
crucial. There is also a close connection between privacy policies and data security, with
regulations like GDPR providing a strong legal foundation to protect individual privacy and
prevent data security breaches.

While there have been advancements, there is still an urgent need to refine privacy
policies to be more user-friendly and investigate their impact on data collection, particularly
in the context of innovation and the development of advanced technology. Further research
can be directed towards exploring ways to enhance the effectiveness of privacy policies,
ensuring better implementation in advanced technology environments, and addressing
challenges and vulnerabilities. This may also involve in-depth research into optimizing the
balance between privacy protection and data security, considering the innovation needs in
data collection in the rapidly evolving technological era.
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